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1 Cloud Service Types

2 Federal, DOD, and DHA Requirements for the Cloud

3 Getting to the Cloud

4 Recap: Successful Programs Do…
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Service
Types

NIST recognizes several formal 

service models

Infrastructure

-aaS

IaaS

CSP manages hardware and 

virtualization

Platform

-aaS

PaaS

Vendor additionally manages OS 

and related tech

Software

-aaS

SaaS

CSP manages the full tech stack, 

from hardware to software
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Deployment 
Models

NIST recognizes several formal 

deployment models

DHA 

Private 

Cloud

Private

CSOs dedicated to single 

customer – down to the 

hardware

‘GovCloud’ 

Offerings

Community

Multi-tenant cloud for the 

exclusive use of a specific group 

of organizations

ACME
Public

CSOs open for use by anyone
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What Are My Options?
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Virtually On-

Prem (MedCOI)

• DHA-managed 

Azure / AWS

• DHA Private Cloud 

(CSMS, MAAG, 

Local)

• DSOCC

Fully External 

Non-CSO

• Traditional 

External IT

• Non-DOD IT

Fully External 

CSO

• Vendor Provided 

CSOs (SaaS, 

PaaS, IaaS)

• Other Gov 

Hosted

For all Cloud and hosting 

requirements submit a request 

to CBS: https://hosting.health.mil

See the ESA-BAD Cloud Broker 

Service page for details:
https://info.health.mil/dadio/ESABAD/ESABA

D-SAB/CBS/Pages/CBSHome.aspx

https://hosting.health.mil/
https://info.health.mil/dadio/ESABAD/ESABAD-SAB/CBS/Pages/CBSHome.aspx
https://info.health.mil/dadio/ESABAD/ESABAD-SAB/CBS/Pages/CBSHome.aspx


Network Context



How Do I Get To The Cloud?
ESA-BAD Cloud Broker Service Hosting Process

Customer Engagement

• Portal Request
• Consultative Review
• RMED Cyber 

Strategy

Requirements 
& Costing

• Architecture Review
• Accept Design
• ESA-BAD Cost 

Estimate & Funding
• RMED Cost Estimate 

& Funding

Pre-Production

• Configure and test 
environment

• Execute RMF 
process

Production

• Validate deployment
• Go-live
• Monitor and 

maintain
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Cyber Strategy
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Customer Engagement

• Portal Request
• Consultative Review
• RMED Cyber 

Strategy

Requirements 
& Costing

Pre-Production Production

• Validate deployment
• Go-live
• Monitor and 

maintain

• Assists RMF stakeholders navigating the 
DoD RMF requirements for cloud systems, 

• Data Categorization, guided questionnaire, 
memorandum, supporting documents

• NOT REQUIRED FOR ON-PREM



Cyber Strategy: What 
Approvals
Are Needed?

DHA
• Mission Owner ATO

• J6 ESA-BAD Cloud/Hosting 

Governance

DISA
• DISA Provisional 

Authorization

• FedRAMP+

FedRAMP
• Provisional ATO (P-ATO)

• FedRAMP Authorized 

(Agency ATO)
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• Mission Owner Data 

Categorization

• FedRAMP Moderate / High 

baseline

• DISA IL2 / IL4 / IL5 / IL6



RMED Cost Estimate
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Customer Engagement
Requirements 

& Costing
Pre-Production Production

• Standard RMED Cost Estimate Process

• Guided by Cloud Authorization Strategy

• Architecture Review
• Accept Design
• ESA-BAD Cost 

Estimate & Funding
• RMED Cost Estimate 

& Funding



Customer Engagement
Requirements 

& Costing

Execute RMF
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Pre-Production Production

• Achieve Authorization

• CNS SOPs & CSO configurations

• STIGs, SRGs, novel technologies

• SLA (service availability)

• Interconnections

• Coordinate with DHA CSSP

• Coordinate with ESA-BAD

• Configure and test 
environment

• Execute RMF Process



Customer Engagement
Requirements 

& Costing

Monitor & Maintain
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Pre-Production Production

• Continuous Monitoring

• RMF: DHA, FedRAMP, DISA PA

• DHA CSSP

• Change Control Oversight

• RMED, ESA-BAD

• Validate deployment
• Go-live
• Monitor & Maintain



Recap: Successful Programs…

1
…select CSOs 

postured for 

success

• DISA PA

• FedRAMP Moderate/High

• Contract language & SLAs

• Understand the CSO – 

Shared Responsibility  

Model

• Know your requirements!

2
…plan 

programmatics 

& funding

• Staffing for DHA ISSM/ISSO 

• RMF costs

• Staffing for CSO 

administration

• CSO licensing costs

• Transition costs

3 …stay engaged 

& coordinate!

• Vendor

• ESA-BAD governance & 

engineering

• RMED RMF

• DHA CSSP monitoring
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Contact:

Al Hardman
Defense Health Agency, Chief Risk Management Executive Division

alan.c.hardman.civ@health.mil
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