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Culture Change Challenge:
Unperceived Bias

G

Cool, you 3D printed the save icon!

Two thirds of children don’'t know what a floppy disk is

Children aged 6-18 were shown the photos below and asked if they knew what each was.
Figures shown are the % of children who either said they didn't know what the item was,
or gave an incorrect answer (children answered in their own words)

@ | ‘7 :
" ~

Pager Ceefax/ Overhead Floppy Music Video
Teletext projector disk cassette cassette

Do you know the answers to these?

Do you realize your own bias?

Typewriter Record/ Postcard

gamers lary Mobile Communication is key to culture change
record player telephone” phone’
*we accepted the answer “phone” in each case
You

2N
“Change your thoughts and change your world.” — Norman Peale (DLA o
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Agenda
[- Chief Digital & Artificial }

Intelligence Office (CDAQ) G4

Cybersecurity and
resiliency is a journey;
not a destination.

* Operation Vulcan Logic — Agile
Risk Management

o Deep Thoughts — D.C. Holtzman , ,
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CDAO - Mission and Functions

Mission:
Accelerate DoD’s adoption of data, analytics, and Al to generate decision advantage from
the boardroom to the battlefield.

Functions:
1. Lead and oversee DoD' s strategy development and policy formulation for data,
analytics, and All.

2. Break down barriers to data and Al adoption within DoD institutional processes (serve
as a “demanding customer”).

3. Create enabling digital infrastructure and services that support Components'
development and deployment of data, analytics, Al, and digital-enabled solutions.

4. Selectively scale proven digital and Al-enabled solutions for enterprise and joint use
cases.

5. Surge digital services for rapid response to crises and emergent challenges.

<

Enable ...... Scale ...... Speed CDAO



Data, Data, Data — Its all about the DATA

©O @ 0 O

DATA AS A PRODUCT DATA DOMAIN FEDERATED SELF SERVICE PLATFORMS
OWNERSHIP COMPUTATIONAL
GOVERNANCE
Data has value when Functional leaders Sharing and use must be Users at echelon to create
producers make responsible for driving increasingly automated value using the ecosystem
promises to customers enterprise data products of distributed platforms

Moving beyond Network Centric..... Toward DATA Centric !




The Sea is our DATA — All Boats can use the Sea
The CDAO Mission

Accelerate DoD’s adoption of data, analytics, and Al
to generate decision advantage, from the
boardroom to the battlefield

The DoD OATSD(PCLT) Mission

Implement the Department of Defense’s Privacy, Civil
Liberties, and Freedom of Information programs.




UNCLASSIFIED

Al Hierarchy of Needs

The goals outlined in the Strategy advance the Department’s technical maturity to support analytics and AI/ML at scale

Invest in
interoperable,
federated infrastructure

Strengthen
governance and
remove policy barriers

ESPONSIBL
& A Al
s assurance Advance the

data, analytics,
and Al ecosystem

Deliver capabilities for “’Q
enterprise business and
joint warfighting impact

ANALYTICS

governance

Improve
foundational
data management

E d
QUALITY digital talent

DATA management .)
ENABLERS (EJ

CDAO
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Employing an Agile Approach to Adoption

AGILITY

s %

User Product
Feedback Orientation

@ \‘
Continuous h

Experimentation
& Deployment

LEARNING
RespongiBW

Enable ...... Scale ...... Speed

DECISION ADVANTAGE
OUTCOMES

Superior battlespace
awareness and
understanding

e Adaptive force planning

and application

e Fast, precise, and resilient
kill chains

o Resilient sustainment
support

Efficient enterprise
business operations

CDAO
8



Agenda
* Chief Digital & Artificial

Intelligence Office (CDAQ) G
: : : The most dangerous
* Operation Vulcan Logic — Agile - .
{ Rlpsk Management e 9 } phrase in language is:

We’ve always done it

* Deep Thoughts this way

— Admiral Grace Hopper, USN

<

CDAO




Highway to Resilient Capabilities

To-Be State: Holistic \
Accreditation of Missions

Transitional State: Whole of
System Accreditations

Current State: Piece \

Part Accreditations

Moving Towards Agile
Authorizations.

Understand the Risk of Use
of the system in the context.

Focus on the Risk
Management in Operational

Context. A
*

CDAO
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Agenda

Challenge: Way Forward:

The Cyber Security (ATO) execution Operation Vulcan Logic (OVL) is

process in general, to date, has a risk-centric, agile,

been very compliance focused, authorization Ecosystem

resource and time intensive.
‘ Where the Authorizing Official e e

While the ATO approval process is an (AO), the programs/capability REEIESEI . s

important contributor to implementing developers, and the et T

cybersecurity and managing risk,
delays in fielding new systems and

n
Y
Qbercortested envronment, wth an g ther boundary.a

systems/capabilities seeking SEleeaaEs et
authorization have clear

capabilities can bring their own risks by . e —

secure) Capabilities. and Behavior (COB) EXPECtatl

DODs RMF implementation intent is to Templates/exemplars to

deliver secure, resilient, and survivable leverage, based on the proven

mission functionality, where the system analytics of over 2,000

design achieves the right balance successful4EER® M entations.

between mission and cyber L2
functionality such that the system can | ‘ '
perform all necessary mission

functions, in a cyber-contested CDAO

eHvironment, with an appropriate level

.
P oL



Operation Vulcan Logic (OVL):

BLUF

See Handout

>

: s
cD A?

=

OPERATION VULCAN LOGC

Operation Vulcan Logic (OVU 15 2 manure, prowen. agile Buosysten that achieres the inentof the RMF,

BACKGROUND:

« The ATO eecution process. in general, to date, has been very
resource and time intenshe, While the ATOapproval process is an
FIPOTGNE COntrbuton 1o implementing Crbersecurity and
managing risk, delays in fielding new systems and capabilities can
bring thedr own risks by extendingthe use of kegacy (often less
secure) capabifities,

+ DODs RMF implementation intent is to deliver secure, resbent, and
+ Foa d ach

the sy g auth jon have clear
cutined Critern, Obser Bek (COB)

and temphites to leverage, based on over 2,000 successiul
implementations.

+OVLis rooted in the tenants outlined in NIST SP 800- 160 and the
innate or S, Sy Security

Engineering— which are Cyber Security and Resliency Enablers,
throughout the system development. lifecycie (SDLC). It s this same
Systems/Systems Security Engneering that willl be refed uponto

sur oY g
the right balince betweenmission and cyber functiomity such
that thy perform all necessary A n

a

gbercontested emarcoment, wath an appropriate level of risk.
+ Operation VulanLogic (OVL) s 2 rsk centric, agée. authoriztion
and

pr y data. and analysis.

«For the A toassess, determine. and articuite the riskof use for
Y kb boundary.a flexible process
flow has been outlned to assist the programs and CRAs (Cyber
Risk Assessor play a simibir role as Secunty Control Assessor

Ecosystem where the Autharizing Oficial (AO), the prog

(SCA) ha commoan frame of reference.

' PHASE 1

z PHE2 @)

Securty £ . weh ACVCRA Cortirudly Exscse fok Avsarert
Evidertiay Dutad Anabyvn ¢+ Ducisn ek sasmamantand way ahead & Tool Agrosic - Foas on Evidencary Data
Archaectres + Happngol Asomson Srategy o nd Amalysks

Systern Boundar s

ree AcquestionExecition

& Cimically define Rab of Lse Postire

3
\

L/

P
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OPERATION VULCAN LOGC

BCOMMUNITY FEEDEACK I

CRA Training - “This tramg was very well i togedher — The anly
suggeston | have 560 pet s training outas soon as a CRASCAR mon

bearded. | am also implamenng s trasming for ol my SCARS a5 Ineed them

s ke wehiae Dimena, | bt oo sy torrake ths trasmang Mandascry, butin this

case, | think iwghould b for all $CAs and SCARS" Gary "Scon™ Ennis, AFMNW-

CNBET Security Coml Assesor, Smemsments Branch, Grourd Based Sirategs

Dietarvene (G50

CRA Traiming - “This tramirg needs ke provided s theProgam aha, The llow dizgram
needs w0 bo stressed. The resporsbdiny s provide all the reecessary dooamenszion o te CRA
ared the indeperd et role cdthe CRA reeds i be empbasized o the Pragram, ™ Denise Madman,
Ertarprisa Infomvanon Smeis Security Manager {155M), Cybemooanty, F-15 Lighteing i |ois
Frogram Office

CRA Training = "My coly sugpesion would be for de sxample documenction o be avilable o nes-CalC

halders™ Aaron Chamns, Direcior of Securiy (Do), Secand From Systeme

DSOP « Thay'ra vy dutailid, e | think: they cower quine a b to kel arganizatioss sdo priDebe: Ope. | espeial -

Ty | i call o acvicsngs) in thiesdocuments, s need S change toactially aphaent seavatan.” Brien Fo - Diremar
o the Matianal Secaryand keelligerce Fortiolia. |BF

DEOP = "Thank you for theopparunizy 1o resievy S DEOP CORN OS5, My cuurall thoughes on de document are ths it & very

ey frsenlly, especalby with the “Tops toSuccess ™. From my perpecse witan A0 prosiding fet micrmation, @shows fhe progect.
thr o aie wantieg P propect o be secoedil and paing them whatyai are kaoken g tor up o w0 that th prope waiild b abk 1o
areaer the majoriy al de questiors. you wauld kave” Seeven Prskowsli — oma,dhsgos

OWL implemantation of the DAF Fast track - “Wh Faa Track really provides is sgility, k meass welro rot suds ance we go dewn &
road and find out s manthe Bber tha there's 2 better path. K allows us o epenmenn boldly and remowe ems thoe arent addng fe wabee we
ininially dodghn they waiild. kemposers you withieedomy dee demands you toessencss ®pudicioily " Brardon |okee, WH-040GS- 15, Chisl
Sz urity s, AFLOMC Dt 11 Kiemned Fun

WSAMPLE ONBOARDING MODULES I

Moduls O AD's Penpectiee
* P Hokaman

Moduls 8: Contiuoin Exscution
Corduars Honkosing Plan [Conbon)
CondivonsResiuad Risks

Susta i and M rosano:

e Securicy Inga: (NS0

Module 4: Bady of Exidenos, Artiach,
Indarmation Tack

4 D Deervirugion Bried

0 Deservinaion Brief Gubde

CRA RacoremerndaonLamy

Proven Risk-based
Ecosystem

Over 2,000 Authorizations
Across domains
Achieved Reciprocity
Agility in execution

Continuous updating

+ Funconal Requrenerts Decompostion Strategy Need + Quire Hogatiocs for Risks .
+ DanFlows * Maxirste rene of previous & Persiert Peerenon 160G 1 < DSCP COROPS Fappliati: MG and Scar H H
T g [ e e Collaboration with Industr
< P Asesments * OperatsornlUse Perspective « ST Re-:v-v-:'b'.
+  TetReals RadBlosEic) P——— Module 51 CRA Agpesments Fepeeiory (sPUASE M, w0c) .
Seandard Acquscn Syewm Engresrng Data Soos seney enaeg oumey| . Aok ard Respr e « WD Brisfing Modide 71 Agile Autharintion
B COTNE L TTOT e, o Mg Oy Process Eocriem VI a
Grow i it + AD Otjecints, Erablers, and « Securiny Asmare Fian (5AF) © Pug A0 o The Togeher
* Pk Ssreert Repon (RAR] = Phassd Approach
. « Securicy Aumaren Report (4R R — “Absclucsly secucsbie b Spmcial
PROGRAM MANAGEMENT COLLABORATIVE EXECUTION ENABLERS Module: 31 Cyber Risk A < Planof Ao and Hiesmons [POARM)
wher Aisk Amessor JCRA| . Padage
sFaciitate Rk mansgement acrods *Partnerships with 2l stakeholders +Single, Lead AO ki cach system/capabulny * Inroducion inisal Reguiremerns)
stakeholdars i an itegrated, helistic enabks 3 holstc d enabk va "0 - x;:g*:"fé )
asenr rediprocity Committos™ - e
+ (RA Daboarding 10 - et
Surcaming Cxpacttions and increase Agikty © CRA Plapbock «l.0 will F(('Hh';'l!:fmru :::ui;fl.ﬂq:n::::lm
. SACK W RHODES 1, [ Cal. LS. Progrom Monager, DAF 547
- Esteepose Informaon Tedwwkngy Frogram Managermere Cffice™
arlo-solutions.com/ovl

CDAO
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Operation Vulcan Logic (OVL) Authorization Templates
Simple, Effective, Agile

AO Determination CRA Risk Recommendation Authorization Package
Briefing and Supporting Meets all DoDI 8510 and
Evidence : :
POAZM POAGM DAF policy requirements
PPSM, Scans, STIGs, etc., ITCSC ITCSC fO r RMF
HW/SW List AO Determination Brief CRA Risk Recommendation
SSP/CONOPs o DRAFT Authorization AO Determination Brief A u t h (@] r| Zat] on M emo h as
ITese CRA Risk Recommendation ‘;'} Authorization Memo | |St Of B OE th a.t WaS U Sed

to increase reciprocity

Integrity-Service - Excellence AEMORADENFOR

FROM: AO Boundary

SUBJECT: Authorization Type for the Program, System Name. Authorizstion Termisstion
Date (ATD): Month Day, Year

AO Determination Briefing

Not a workflow or set of
“artifacts’

i i i Risk Analysis informed
i — by threat/intel,
I stakeholder tolerance
: : : and operational mission
Provides the AO with an independent Assessment parameters

Not a one-time product, developed over time working hand in hand

Authorization starts the lifelong commitment to improving cyber every day (‘)’

Standardization is Flexible for Authorization Packages; No One-Size-Fits-All Approach CDAO
13
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Agile Authorizations:
Enabled by Disciplined Systems Engineering

1

PHASE1 )

, ;
S

Focus on what is known

Systems/ Systems Security « Architectures

En.ginufr'ng. . * System Boundaries -
New - ntanon Evidentry Data & Anclysis + Funcionol Requemens Continue to move forward
|concepty/ requirements Phase Roles : g:TC: I;iz:ﬁglﬂon
definition). PA
Existing- Operations / Maintenance 155M : ;‘::rlr;zl:ils:.:ssmems

Standard Acquisition . :“ Results (Red/ Blue /Etc.) A rtl C u | ate RI S k Of US e

* Erc.

Systems Engineering Data

+ AO Determination Briaf ; - + Authorization Path 1
Collabora
+ AO Boundary AO;cuhﬂnwﬂh ‘ « Schedule Iteratlve
* Architectures s MOU/MOA
* System Boundaries Phase Roles + Information Technology
* Functional Requirements * AD Phasa 2 Categerization and Selection .
Dacomposition * AODR O:f;:;; Checklist (ITCSC)* Ag | I e
+ Data Flows » CRA * Risk assessment
» Technelogies * PM and way ahead
* Previous assessments * ISSM + Pravious assessments,
¢ Test Resuls (Red/Blue/ Eic.) Scope the assessment analysis rasuls 1 -
* Eic criteria and outcomes * Operational Use Perspective RI S k B as ed
Requires solid foundations
» Authorization Path
» Schedule Confinvally Execute Risk Assessment
-« MOU/MOA — ‘
H H » Information Technology ase koles
Systems Engineering Up Front s £ + A0 . CRA Risk Recommendarion
Checklist [ITCSC)* Phase 3 0 el Phase 3 Letter*

» Risk assessment Inputs « CRA P Cutputs « AO Authorization Meme™ |
. . and way ahead * 1S5M - : + AQTag-up Brief(s)*
Lifelong Commitment " Previous assessman e J

analysis results briefing 10 AC
CDAO

» Operational Use Perspaciive

14
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Operation Vulcan Logic (OVL) Ecosystem:

Systems Engineering

Agile Authorizations: Templotes and Guides
Determination Brief

s he porce

20 Detorminstron Brieting

(6]

Authorizotion Memo

CRA Risk Recommendation

DevSacOps Conops {os applicable)

0

PHASE 1

DISTRIBUTION A. Approved for public release,
16 Jun 2023: Distribution unlimited.

i
1
|
i
Systems/ Systems Security o Architectures {
Eaplasaing, * Sysem Boundries N
Evidentiary Dota & Analysi . n i .
New - In¥iation fary ysis gjmorol nz.qu rements !
(concept/ requirements Phose Roles : De(:u:[pm..‘on : .
e 0 [ .
Existing- s / Maing . i .
xisting- Of ons / Maintenance 1SSM s pl, | I
Suandord Acquisition o TestResubs [Red/Blue/Ec) | o
Systems Engineering Data  Bc b
i s
1
1
|

15

)
%
%
[®)

v

AO Ecosystem

Program

»

MmICTDIDIIITIMNI

Operation Vulcan Logic

OVL Ecosystem / Strategy

ISSM
Program-level Systems/ Systems Security
Engineering Evidentiary Data & Analysis

PHASE2 )

AO Deserminason Brief ol oo with

AO Boundary 7 obb“/ cu" =

Architecures

System Boundaries Phase Roles

Functional Requirements « AD

Decomposition « AODR Phose 2
Dasa Flows . CRA =
Technologies . PM

Previous Gssessments o ISSM

Test Results (Red/Blue/Erc) Scope the ossessment
Bic criteria and outcomes.

N Anrmimmrvrestsanrd FAar miitlhlia rAlAaAa~s A

Authorization Path

MOU/MOA

Informaton Technology
Casegorization and Selection
Checkls (TCSC)*

Risk assessment

and way ahecd

Previous ossessments,
analyss resuls

* Operational Use Perspective

MNicstrilag idi A~

-Based — Go Slow to

Q

CDAO

ATO Package of the Future

Will document the key items needed for
reciprocity:
. Authorization Memo
Anachment 1: Conditions
Anachment 2: Bady of Evidence.
Anachment 3: Plan of Action and Milestones

Attachment 1: Conditions
Documents any conditions on the ATO.
Security is @ journey, never o dessnation.
Idensfies the Risk of Use to inform the Consumer.

Attachment 2: Body of Evidence
Key arsfocts that supported the
outhorization
Informs other AOs and consumers to
increase reciprocity.

Available by request

Attachment 3: Plan of Action and

Milestones.

Appendix classified as appropriate per

the goveming classification guide
Authorizason Poth
Schedule Consinually Execute Risk Assessment
MOU/MOA
Information Technology Phase Roles
Categorization and Selection * A0 * CRA Risk Recommendcsion
Checkist (ITCSC)* * AODR Loner®
Risk ossessment * QA * AO Authorization Memo*
and way chead . ISSM * AO Tog-up Brief{s)*
Previs it =
Md;:‘ :;:T;YHQ s, Provide determination
Operational Use Perspeciive briefing to AO

P . R |

CDAO



CDAOQO Organizational Risk Tolerance Baseline (ORTB):
Foundational Areas of Risk — Analytics based impact

1. Account Management (Aligns to ORTB: AC-2)
Monitor and Enforce user and group account creation/deletion

2. Administrative Privileged Accounts (Aligns to ORTB: AC-6)
Privileged user/service accounts are only authorized to perform security
relevant functions. Review and approve annually.

3. Audit Review, Analysis, and Reporting (Aligns to ORTB: AU-6)
Review and analyze Information System (I1S) audit logs for indications of
inappropriate or unusual activity and reports findings to designated
personnel IAW IRP

4. Boundary Protection (Aligns to ORTB: SC-7)
Monitors and controls communications at the external boundary of the
system and at key internal boundaries within the system

5. Continuous Monitoring (Aligns to ORTB: CA-7)
System level monitoring metrics, including control monitoring frequencies,
are defined by the organization and approved by the AO

6. Data Integrity (Aligns to ORTB: SI-7)
Employ automated tools to report system (hw/sw/fw) and information (data)
integrity violations. Ensure automatic integrity validation of all electronically
transmitted software and data

7. External Connections (Aligns to ORTB: CA-3)
Agreement/authorization used to approve external connections and
manage the exchange of information should be defined (ATC, ISA, CSA,
ICD, etc.) and reviewed annually

8. External Media (Aligns to ORTB: AC-4, MP-7)
If authorized, place configuration control process on all external media
including auditing. Institute external media whitelisting. Implement
processes to monitor logs and audit usages.

9. Information Flow Enforcement (Aligns to ORTB: AC-4)
The information system enforces approved connections for controlling the
flow of information within the system and between interconnected systems

10. Least Privilege (Aligns to ORTB: AC-6)
Reviews, at least annually, the privileges assigned to privileged user accounts including
Designated Transfer Agent and Trusted Cloud Credential Manager roles

11. Operational Change Management (Aligns to ORTB: CM-8, CM-8(3), SI-7)
Automated mechanisms shall be used to detect the presence of unauthorized
hardware/software/firmware within the system. One or more of the following action shall
be taken upon discovery of unauthorized components: disable network access by
unauthorized components; isolate unauthorized components; notify designated
personnel identified in IRP

12. Proposed Equipment (Aligns to ORTB: SA-22-applies to C.ILA. impact High on

non-SAP systems, CM-3)
Lock down all mission support systems and migrate off unsupported operating systems.
Review support agreements (hw/sw/fw) annually

13. Protection of Information at Rest (Aligns to ORTB: SC-28, SC-28(1))
Encryption is implemented to complement protection of information at rest, using
approved cryptographic methods for data encryption

14. Secure Baseline Configuration (Aligns to ORTB: CM-2, CM-6)
This Information System's secure configuration includes DoD Security Technical
Implementation Guides or industry best practices and verified conformance prior to
introduction into production or operational environments

15. Security Categorization (Aligns to ORTB: RA-2)
Enforce proper security categorization and review annually

16. Separation of Duties (Aligns to ORTB: AC-5)
Separates defined duties of individuals and documents separation of duties of
individuals

17. Vulnerability / Anti-Virus Scanning (Aligns to ORTB: RA-5)
Conduct routine anti-virus scans on traditional IT systems and hosted applications.
Institute continuous monitoring protection on all IT systems to include maintenance
and testing support systems

*Red font indicates specific JSIG, Non-Tailorable controls

MICTDIDIITIMNI A AnvrimvvevsmsAd FAar miitlhlia rAlAaacAa Mictrilrtr ibiarm 1mlirmaids~sAl



CDAO Organizational Risk Tolerance Baseline (ORTB):

Draft Al-Specific Areas

Al Foundation (Aligns to CDAO ORTB: 4/5/6/13/17)

« Encrypt any stored Al-related data and models

« Regularly patch Al components (hardware and software) on
known vulnerabilities and update threat definitions

« Account for vetting of Al supply chain

Data Integrity (Aligns to CDAO ORTB: 4/6/9/11/17)
» Depict provenance and lineage of datasets used for training
models

* Implement mechanisms that ensures the integrity and
authenticity of ingested data against adversarial attacks.

« Ensure privacy of personal data, anonymizing information where
necessary

 Establish data retention and disposal mechanisms

Model Management (Aligns to CDAO ORTB: 3/4/11/17)

» Depict architecture, justification, and rationale for the selection of
a specific model

 Establish regular evaluation and validation procedures of training
models

* Ensure rollback mechanism for models, configurations, and
training data

Operational Resilience (Aligns to CDAO ORTB: 3/5/14/17)

« Regularly employ red teaming testing methodologies and maintain logs of
outcomes

» Continuously monitor system performance metrics against predefined
benchmarks or thresholds for validation

User Interaction (Aligns to CDAO ORTB: 1/2/10/16)

* Incorporate mechanisms for users or other stakeholders to provide
feedback on model output

» Implement oversight on user interactions, including data input, queries, and
code base changes

Responsible Accountability (Aligns to CDAO ORTB: NEW)

* Implement tools and/or methodologies that can elucidate model decisions
« Implement DoD Responsible Al (RAI) principles

Seeking Collaboration to experiment,
flush out, path find, validate

*Draft Al-Specific Cyber Risk Areas are derived from—and aligned to—CDAO ORTB Foundational Areas of Risk

DISTRIBUTION A. Approved for public release: Distribution unlimited.



Operation Vulcan Logic (OVL) — Applicability (#YESIF)

CRC * Advana - MAVEN
2 +  SUNet « Hack-a-Thon’s
* LongBow - JADC2
: gg?r:\is - NGAD Proven Risk-based
« Commercial UAS Ecosystem
+ RDT&EDREN, <once
= JADC2/ABMS Over 2,000
* ShOC-N | « Kessel Run/AOC Authorizations
+ Wide-Area Surveillance = Cloud One/Platform One
- BACN = F-35ALIS
« ACBN = F-35 Cloud and DevSecOps _ _ .
- C2IMERA - GBSD Cloud and DevSecOps ~ Achieved Reciprocity
- PRC2 Agility in execution
«  WaRTAK
+ GCCS/DCGS Continuous updating
* Pocket-J
« TBMCS

* Mission Planning
» Special Programs

<

Over 2,000 Authorizations CDAO
18
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Operation Vulcan Logic (OVL)
Enabling the Ecosytem

= Menu

Cyber Security isaTeam sport IV (RLTTEHN R (ERUNTN

Training Agenda

ONBOARDING TRAINING REGISTRATION

Partnerships, collaboration and =~ @

OVL Dovioads OVL is a mature, proven, agile Ecosystem that achieves the intent of the RMF.

sharing are key to success

Contact Us

| What is Operation Vulcan Logic?
(B{4) AO Perspective

Everyone is under attack corrs

= The ATO execution process in general, to date, has been very resource and time intensive, While the ATO approval process *x

is an important co ing n ystems and 'q’
capabilities can bring their ow s gacy {
. o . >
CDAO On boarding is available to . UANIEL C. HOLTZMAN, HQE

= DODs RMF implementation intent is to deliver secure, resilient, and survivable mission functionality, where the system

tw

design achieves the right balance be

n mission and cyber functional

ch that the system can perform all necessary

a II mission functions, in a cyber-contested environment, with an appropriate level of risk.

= QOperation Vulcan Logic (OVL) is a risk centric, agile, authorization Ecosystem where the Authorizing Cfficial (AQ), the
programs, and the systems/capabilities seeking authorization have clear outlined Criteria, Observables, and Behavior (COB) An Authorizing Official’s Perspective on Agile

Futu re Rou nd ta bles a re pla n ned expectations and templates to leverage, based on over 2,000 successful implementations Authoriation

. .
b Sha rl ng best practlces = OVLis rooted in the tenants outlined in NIST SP 800-160 and the innate responsibility of practicing Sy:

stems/Systems

ich are Cyber Security and Resiliency Enablers, throughout the system development lifecycle

o Lea rn i ng from each other s/Systems Security Engineering that will be relied upon to produce the evidentiary data, and
* Increased awareness of

environment

https://arlo-solutions.com/ovl

withing their boundary, a flexible

. For AO t 3 ;stems/capabilities
Th e Cyber Th reat I m pa Cts us a I I ! process has been outlined to assist the programs and CRAs {Cyber Risk Assessor play a similar role as Security Control

) in communicating with a common frame of reference.

| Purpose of Training ( '
= The Cyber Risk Assessor (CRA) is responsible for providing the Authorizing Official (AO) with an independent “Cyber Risk

Vulcan Logic (OVL)

i i3, observ. wverall behaviors. This training
rovisi he CRA with the knowledge, skill and ability to perform security assessments utilizing the Operation Vulcan c D A o

MICTDIDIITIMNI A AnvrimvvevsmsAd FAar miitlhlia rAlAaacAa Mictrilrtr ibiarm 1mlirmaids~sAl




Agenda

« Chief Digital & Artificial Intelligence

Office (CDAO) G4
* Operation Vulcan Logic —Agile Risk Artificial intelligence is a
anageme tool, not a threat
[- Deep Thoughts ]

— Rodney Brooks , ,

<
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Cyber Risks Facts Label
What if we could?

s Application Security is NOT just about the security of the application itself:
m Itis alayered perspective (hosted environment, TTPs, etc.).
= As one goes lower in an application architecture, the potential for harm increases.

s An Authority to Operate (ATO) is arisk-based determination and includes many

factors:

s The technology employed, the execution processes, the hosting environment, the risk tolerance, etc.
s The ATO is a statement of the “Risk of Use,” informing the consumer.

ATO

Food

= App \
ecure Security
Procgss Platforms
P o | e k
k _ ersonne Pipelines ——
~

Enclave-

Level

_ 2N
<
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Cyber Risks Facts Label:
Allowing for an Informed Consumer

= A Nutrition Facts label

dh@ shows the consumer
N WHAT nutrients are in

e TAVAVAVAVAVAYAY

the food based on FDA z

/ guidelines. ; TR X JCTY
L — . é Cloud servies %

Nutrition Facts s A Cyber Risk label : Colk
m shows the consumer )
utone 230 what the RISK OF USE
e - is for an application
e, based on ATO [Cyber Risk Facts |
- — Guidelines. T
T — N e 100

<
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Questions / Discussions

| R rogueamericanapparel

THE STORM, a

THE wmmonepuso A
"I AM THE STORM." @

CDAO
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OPERATION VULCAN LOGIG

Operation Vulcan Logic (OVL) is a mature, proven, agile Ecosystem that achieves the intent of the RMF.

BACKGROUND:

« The ATO execution process in general, to date, has been very
resource and time intensive. While the ATO approval process is an

the systems/capabilities seeking authorization have clear
outlined Criteria, Observables, and Behavior (COB) expectations

important contributor to implementing cybersecurity and

managing risk, delays in fielding new systems and capabilities can
bring their own risks by extending the use of legacy (often less

secure) capabilities.

DODs RMF implementation intent is to deliver secure, resilient, and
survivable mission functionality, where the system design achieves

and templates to leverage, based on over 2,000 successful
implementations.

+OVLis rooted in the tenants outlined in NIST SP 800-160 and the
innate responsibility of practicing Systems/Systems Security

Engineering — which are Cyber Security and Resiliency Enablers,
throughout the system development lifecycle (SDLC). It is this same

the right balance between mission and cyber functionality such

that the system can perform all necessary mission functions, in a
cyber-contested environment, with an appropriate level of risk.

Operation Vulcan Logic (OVL) is a risk centric, agile, authorization
Ecosystem where the Authorizing Official (AO), the programs, and

Systems/Systems Security Engineering that will be relied upon to
produce the evidentiary data, and analysis.

«For the AO to assess, determine, and articulate the risk of use for
systems/capabilities withing their boundary, a flexible process

flow has been outlined to assist the programs and CRAs (Cyber

Risk Assessor play a similar role as Security Control Assessor
(SCA) in communicating with a common frame of reference.

PHASE1 O )

Systems,/Systems Security Engineering
Evidentiary Data & Analysis

* Architectures

¢ System Boundaries

* Functional Requirements Decomposition
e Data Flows

¢ Technologies

* Previous Assessments

o Test Results (Red/Blue/Etc.)

Standard Acquisition Systems Engineering Data

Grow itin

PROGRAM MANAGEMENT

¢ Facilitate Risk management across all
stakeholders in an integrated, holistic
manner

2 PHASE 2

Collaboration with AO/CRA

e Discuss risk assessment and way ahead

*  Mapping of Authorization Strategy to
meet Acquisition/Execution
Strategy,/Need

*  Maximize re-use of previous
assessments analysis results

¢ Operational Use Perspective

COLLABORATIVE EXECUTION

* Partnerships with all stakeholders
enables a holistic view and enables
reciprocity

3 PHASES @

Continually Execute Risk Assessment

¢ Tool Agnostic - Focus on Evidentiary Data
and Analysis

¢ Clinically define Risk of Use Posture

* Outline Mitigations for Risks

e Persistent Penetration testing and

CONMON
Starts never ending journey
of continuous assessment
& monitoring
ENABLERS

* Single, Lead AO for each system/capability

* Stakeholder collaboration via “AO
Committee”

* Streamline expectations and increase Agility

DISTRIBUTION A. Approved for public release,

16 Jun 2023: Distribution unlimited.
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OPERATION VULCAN LOGIC

H COMMUNITY FEEDBACK I

CRA Training - “This training was very well put together — The only
suggestion | have is to get this training out as soon as a CRA/SCAR is on
boarded. | am also implementing this training for all my SCARs as | need them

to know what | know. | hate to say to make this training Mandatory, but in this
case, | think it should be for all SCAs and SCARs.” Gary “Scott” Ennis, AFNW-
C/NXZT Security Control Assessor, Assessments Branch, Ground Based Strategic
Deterrent (GBSD)

CRA Training - “This training needs to be provided to the Program also. The flow diagram
needs to be stressed. The responsibility to provide all the necessary documentation to the CRA
and the independent role of the CRA needs to be emphasized to the Program.” Denise Madison,
Enterprise Information Systems Security Manager (ISSM), Cybersecurity, F-35 Lightning Il Joint
Program Office

CRA Training - “My only suggestion would be for the example documentation to be available to non-CaC
holders.” Aaron Owens, Director of Security (DoS), Second Front Systems

DSOP - “They're very detailed, and | think they cover quite a bit to help organizations adopt DevSecOps. | especial-
ly love the call to action(s) in the documents, the need for change to actually implement innovation.” Brian Fox - Director
of the National Security and Intelligence Portfolio, 18F

DSOP - “Thank you for the opportunity to review the DSOP CONOPS. My overall thoughts on the document are that it is very

user friendly, especially with the “Tips to Success”. From my perspective with an AO providing that information, it shows the project
that you are wanting the project to be successful and giving them what you are looking for up front so that the project would be able to
answer the majority of the questions you would have.” Steven Pruskowski - cisa.dhs.gov

OVL implementation of the DAF Fast track - "What 'Fast Track' really provides is agility. It means we're not stuck once we go down a
road and find out six months later that there’s a better path. It allows us to experiment boldly and remove items that aren’t adding the value we
initially thought they would. It empowers you with freedom, then demands you to exercise it judiciously.” Brandon Johns, NH-04,/GS-15, Chief
Security Officer, AFLCMC Det 12, Kessel Run

B SAMPLE ONBOARDING MODULES

Module 0: AO’s Perspective Module 4: Body of Evidence, Artifacts, Module 6: Continuous Execution

¢ Mr. Holtzman Information Tools ¢ Continuous Monitoring Plan (ConMon)
Module 1: OVL e AO Determination Brief ¢ Conditions/Residual Risks

o Whatls I2 ¢ AO Determination Brief Guide ¢ Sustainment and Maintenance

* Background e CRA Recommendation Letter e No Security Impact (NS)

e Elements ¢ DSOP CONOPS i applicoble e STIGs and Scans

o Fast Track and RMF * Draft AO Authorization Letter * Risk Assessment Report

Module 2: AG e " Repestony sMASS, Xact, ot

* Introduction Module 5: CRA Assessments epostiory {e acta, efc.

* Roles and Responsibilities * In/Out Briefing Module 7: Agile Authorization

* AODRs e Assess-Only Process Ecosystem

* AO Objectives, Enablers, and e Security Assessment Plan (SAP)  Putting All of This Together

Collaborations * Risk Assessment Report (RAR) * Phased Approach

* AO Playbook v1.0 e Security Assessment Report (SAR) e Summary 0 P"AbSOIUf?;)I’A?’)(eCU‘lee for Epecbilal
.  Plan of Action and Milestone (POA&M ccess Frograms --- proven fo be able

Module 3:‘Cyber Risk Assessor (CRA) ¢ Authorization Determination P(ackc:ge ! to do so. Development of a system will not be

* Introduction (Minimal Requirements) constrained by executing this logic... if you do this

* CRAResponsibilities well, a program will identify MORE during stages in

* CRA Objectives v1.0 which changes/mitigations can be made earlier on... and it

* CRA Onboarding v1.0 will prove fruitful later — as a more secure system... or maybe even

* CRAPlaybook v1.0 discovering that you didn't get what you asked for."

-JACK W. RHODES llI, Lt Col, USAF, Program Manager, DAF SAP
Enterprise Information Technology Program Management Office”

DISTRIBUTION A. Approved for public release, 16 Jun 2023: Distribution unlimited.



Agile Authorizations: Templates and Guides

Determination Brief

Office of the Secretary of Defense
AO Determination
Briefing

o

ble)

st s S b ot e

ESTHLCTINA SOTIS. Ve i s

PHASE 1

Systems/ Systems Security .

Engineering,

New - Initiation

(concept/requirements Phase Roles
definition). PM
Existing- Operations / Maintenance ISSM

Standard Acquisition
Systems Engineering Data

DISTRIBUTION A. Approved for public release,
16 Jun 2023: Distribution unlimited.

Evidentiary Data & Analysis

<
%
9
o

%

AO Ecosystem

Program

D

Architectures

* System Boundries

* Functional Requirements

* Decomposition

* Data Flows

* Technologies

* Previous Assessments
 Test Results (Red/Blue/Etc.)
e FEtc

Phase 1

Ovutputs

Operation Vulcan Logic

OVL Ecosystem / Strategy

ATO Package of the Future

- Will document the key items needed for
reciprocity:
Authorization Memo.
Attachment 1: Conditions.
Attachment 2: Body of Evidence.
Attachment 3: Plan of Action and Milestones.

ISSM

Program-level Systems/Systems Security

Engineering Evidentiary Data & Analysis

Attachment 1: Conditions
Documents any conditions on the ATO.
Security is a journey, never a destination.
Identifies the Risk of Use to inform the Consumer.

Attachment 2: Body of Evidence
- Key artifacts that supported the
authorization.
Informs other AOs and consumers to
increase reciprocity.
Available by request.

Attachment 3: Plan of Action and
Milestones.
Appendix classified as appropriate per
the governing classification guide.

PHASE 2 PHASE 3

%

AO Determination Brief o Authorization Path e Authorization Path

Collaboration with

I
I
I
I
I
I . .
AO Boundary AO,/CRA 5 Gahedh]e : o Sdiedule Continually Execute Risk Assessment
Architectures * MOU/MOA I « MOU/MOA
System Boundaries Phase Roles * Information Technology : * Information Technology Phase Roles
Functional Requirements Phase 2 * AO Phase 2 Categorization and Selection | Categorization and Selection * AO * CRA Risk Recommendation
Decomposition Inputs * AODR Oulips Checklist (ITCSC)* : Checklist (ITCSC)* Phase 3 © AOIX Phase 3 Lefter™
Data Flows * CRA ¢ Risk assessment | e Risk assessment Inputs e CRA Outputs ¢ AO Authorization Memo™
Technologies * PM and way ahead : and way ahead * ISSM e AO Tag-up Brief(s) *
Previous assessments * ISSM * Previous assessments, | * Previous assessments, ) o
Test Results (Red/Blue/Etc.) Scope the assessment analysis results : analysis results Prfmde defermination
Etc. el mis el euleeEs  Operational Use Perspective : * Operational Use Perspective briefing to AO
I
I

arlo-solutions.com /ovl/ovl-downloads /
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